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addressed by scholars at a global level because: 1) it is essential to all criminal proceedings; 2) it is evolving more rapidly than the legal responses the legislator is able to provide; 3) it has a deep impact on the sphere of human rights. However, it has to be noted that this section of the AIDP-and therefore this general report-deals with ICT and criminal procedure. It might sound redundant to remember this, but it is essential to bear in mind that our main interest is to focus on the impact of the ICT in the CJSs and not in the field of security and espionage. Both areas are not clearly separated, and the borderline between both more than often tends to get blurred 7 . This will require that we deal with the possible transfer of information gathered for security reasons into the criminal procedure -or, in other words, with the admissibility of such information as evidence for adjudicating purposes. In any event, our aim is not to assess the security policies undertaken by some countries, the increasing role of the so-called cyberimperialism, the different aspects of the development of the surveillance state and the assessment of the ethical behaviour of some of the intelligence agencies worldwide. In simpler words, this report is not about the activities of the National Security Agency (NSA) in the USA, the leaks of information revealed by insiders and the massive intrusion in the privacy of the communications of the citizens by some governments using very sophisticated technology, justifying such encroachment of human rights on threats against national or international security. This does not mean that all these methods for gathering information are not relevant in our study. I only want to underline that our aim is not to evaluate, analyse or criticize the intelligence services in general, and how they proceed or abuse their powers, but to concentrate on criminal investigation, prosecution and procedure. Thus, for example, rather than analysing all the devices the governments use to eavesdrop, our aim will be to examine how this information may flow into the criminal procedure, and to explore mechanisms to prevent that such information can be used in an unfettered and illegal fashion to apply criminal sanctions against the citizens. This general report follows the structure of the questionnaire sent to the national sections, which contained 25 questions, divided in five sections:
(1) General questions and definitions.
(2) Building information positions, which tries to address the use of ICT in gathering information by law enforcement agents within a preventive or proactive setting.
(3) The role and usage of ICT within the criminal investigation-which is, in my view, the core part of the study and has ended up also being the most extensive part in the proposed draft resolution.
(4) The role of the ICT and the evidence in the criminal proceedings. In this section the questionnaire addressed the different stages of evidence: gathering, storing, retaining, presenting, admitting and assessing evidence.
(5) The use of ICT at the trial stage. There are slight overlaps between sections 3, 4 and 5. Therefore, I decided to study the issues of gathering, retaining and storing of electronic evidence under section 3; and the presentation of evidence and the use of ICT during trial within section 5. Section 4 is focussed on the issue of the admissibility and evaluation of evidence. The questionnaire did not include questions on the use of ICTs in the post-trial stage, and hence this issue is not covered in this report, despite its undoubted importance in the practice of execution of judgments. Before beginning the full report, it is useful to advance some preliminary conclusions that can be drawn from it: 1) There is need for an effective legal framework for ICT investigative measures with an appropriate balance between investigative powers and respect for individual rights, in particular the right to privacy. Many of the ICT measures are carried out on the basis of general rules on search and seizure, which is not appropriate.
2) ICTs are widely used in building up information positions as well as for criminal investigation. Most countries however do not regulate the powers of law enforcement authorities in the preventive stage. Moreover, the transfer of data from the preventive field to the criminal proceedings should be very clearly regulated and mechanisms and controls should be in place to avoid the illegal transfer of such elements. 8 Report of Belgium, question B (1). 9 For example the Data Retention Directive 2006/24/CE in it's art. 2.2 includes definitions for following concepts: (a) 'data' means traffic data and location data and the related data necessary to identify the subscriber or user; (b) 'user' means any legal entity or natural person using a publicly available electronic communications service, for private or business purposes, without necessarily having subscribed to that service; (c) 'telephone service' means calls (including voice, voicemail and conference and data calls), supplementary services (including call forwarding and call transfer) and messaging and multi-media services (including short message services, enhanced media services and multi-media services); (d) 'user ID' means a unique identifier allocated to persons when they subscribe to or register with an internet access service or internet communications service; (e) 'cell ID' means the identity of the cell from which a mobile telephony call originated or in which it terminated; (f) 'unsuccessful call attempt' means a communication where a telephone call has been successfully connected but not answered or there has been a network management intervention. 10 
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(Rio de Janeiro, Brazil, 31st August -6th September 2014) International Association of Penal Law (AIDP-IAPL) (a) "user" means any natural person using a publicly available electronic communications service, for private or business purposes, without necessarily having subscribed to this service; (b) "traffic data" means any data processed for the purpose of the conveyance of a communication on an electronic communications network or for the billing thereof; (c) "location data" means any data processed in an electronic communications network, indicating the geographic position of the terminal equipment of a user of a publicly available electronic communications service; (d) "communication" means any information exchanged or conveyed between a finite number of parties by means of a publicly available electronic communications service. This does not include any information conveyed as part of a broadcasting service to the public over an electronic communications network except to the extent that the information can be related to the identifiable subscriber or user receiving the information; (e) "call" means a connection established by means of a publicly available telephone service allowing two-way communication in real time; (f) "consent" by a user or subscriber corresponds to the data subject's consent in Directive 95/46/EC; (g) "value added service" means any service which requires the processing of traffic data or location data other than traffic data beyond what is necessary for the transmission of a communication or the billing thereof; (h) "electronic mail" means any text, voice, sound or image message sent over a public communications network which can be stored in the network or in the recipient's terminal equipment until it is collected by the recipient. It could be assumed that these definitions are also used in the field of substantive criminal law in the EU countries, but we have no evidence of this. Exceptionally, the codes of criminal procedure of some countries include some partial definitions or define certain concepts, including definitions and/or rules on for example "computer systems" (Belgium), "information system" (Turkey), digital data processing (Austria, Automationsunterstützte Datenverarbeitung) or electronic evidence and electronic document (Croatia 11 , Colombia within civil proceedings). Electronic evidence is generally defined as material that exists in electronic or digital form 12 , but another survey conducted in sixteen European countries revealed that none of them provided for a real definition of digital evidence 13 . Belgium also adopts a very general and "neutral" definition that covers the use of any kind of ICTs: "every system that allows the storage, processing or transmission of data". The USA passed very early special legislation on electronic communications, mainly through the Electronic Communications Privacy Act (ECPA) of 1986, which amended the pre-existing rules on wire tapping, the so called Title III of the Omnibus Crime Control and the Safe Streets Act of 1968. For example, definitions of "electronic communication" and "interception" were included in the USA legal system. According to the national report, "electronic communication" includes "any transfer of signs, signals, writing, images, sounds, data, or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or photo-optical system", while "interception" include "eavesdropping contemporaneous with the transmission of communications", but neither the accessing of stored private e-mail sent to a service provider which has not yet been retrieved, nor the recording of an instant message. Such definitions, while they may clarify the scope of application of the law, have also caused problems of interpretation, for example with regard to the "interception" of e-mails: technically, an e-mail can only be "intercepted" as a communication during those seconds or milliseconds before the sent mail is stored in any temporary location. This raised the question if the "interception" of e-mails should only be allowed under the rules for searching stored data, or if those stored data could be considered "in transmission" until they are retrieved by the recipient, in which case 11 Art. 202, para. 32 CPC: "electronic (digital) evidence means data that was collected as evidence in an electronic (digital) form", however the Code states also that electronic evidence is not a type of evidence, but a "medium on which the evidence is stored (art. 331 CPC A certain harmonization of the meaning, scope and requirements of ICT investigative measures would be highly desirable. The same applies to terms like subscriber data, meta-data or envelope data, content data and traffic data, and it would be very useful to agree on which of them can be considered "data at rest" and "data in transit", 16 as the definition of these concepts will determine which is the investigative measure to be used. This is especially necessary for comparative studies as well as for international cooperation in criminal matters-no doubt the use of the same terms for the same ICT related investigative acts, and an agreement on the meaning of electronic evidence, would facilitate international cooperation and the admissibility of evidence obtained abroad. If we underscore here the importance of definitions and harmonisation in transnational criminal investigations, is because the use of ICTs has facilitated the growth of transnational criminality and thus the need for expeditious execution of judicial cooperation requests. Moreover, even if a crime is committed in the territory of one single state, relevant data might be stored in servers located abroad, or even in the cloud 17 , posing therefore new challenges to the obtaining of evidence abroad, with implications on the extraterritorial powers and the respect of sovereignty. Finally, for the correct understanding of the relationship of ICT and criminal procedure it is essential to underline that its use and significance goes far beyond the context of cybercrime or computer related investigations and proceedings.
(2) Are there specific institutions and/or task forces involved in the implementation of ICT within the criminal justice system? The expansion of the use of sophisticated ICTs in the commission of criminal offences represents a continuous challenge for law enforcement and prosecuting authorities that need to keep abreast of all technological innovations, not only to detect those new forms of crime but also to be able to collect evidence for its prosecution. Within the CoE landscape, Recommendation No. R(95)13 18 already stressed that "the establishment of specialised units for the investigation of offences, the combating of which requires special expertise in information technology, should be considered." The answers to this question in the reports tend to highlight, on the one hand, the institutions that are responsible in general for the digitalization of the procedure, the automation of the justice system and the technical equipment of courts, which usually lies within the Ministry of Justice (for example, Austria, Brazil, Belgium, Croatia, Turkey, Spain); and on the other hand, the specialized units within the law enforcement agencies that deal with cybercrime, computer forensics, and internet surveillance. All countries report to have special units to deal with cybercrime and with computer systems when fighting criminality. These "cyber-force" or high technological units are placed most often in the police structures, intelligence units of the law enforcement agencies and also in the public prosecution office (Argentina, China, However, attending to the development of the legal framework, as well as the literature and the information published in the media, it is evident that the USA has an intensive practice in using ICTs not only at the criminal investigation field, but also within the prevention of terrorism and national state security. The answers within this study differ from other studies that cover also African countries, which state that African countries show a general lack of sufficiently specialized units, having some countries only specialized personnel within the general police departments 20 . The European Union 21 has since long seen the development and use of the ICTs in the criminal field as a priority and this is evidenced, for example, by the Schengen Information System (SIS), a data base set up for criminal proceedings. The personal data, which may include names, physical characteristics, place of birth, nationality, weather dangerous or not, etc. can only be used for the purpose of the alerts the data where entered. This information system is complemented with the network SIENA (Secure Among the services that ICT providers offer to the criminal justice system we must distinguish between, on the one hand, technical and computer equipment (hardware and software) for the management of the administrative and procedural workload of the courts; and, on the other hand, the expertise or evidence provided at the different stages of the proceedings regarding the collection, manipulation and assessment of electronic evidence. With regard to the first aspect, most countries do not have specific rules for computer equipment for administration of justice, but the general rules on procurement of the public administration apply. There is usually a public unit in charge of the automation of the management and the proceedings and such unit hires a private company after a public tender offer (for example, Belgium, Spain, Italy). With regard to the second kind of possible cooperation in the different stages of the proceedings, the type of relationships between the private companies that offer ICT related services and the authorities of the CJS are reported to be very different. In some countries there is no legal provision on the hiring of private companies to provide services or forensics for the police, the prosecutors or the judicial authorities (Argentina, Brazil, Colombia, Finland); this may mean that they are not foreseen but are not excluded. Spain relies mainly on the expertise provided by the specialised public forensic units, often part of the police structure, but expertise can also be provided by private experts hired by the parties to the criminal procedure. In Austria, private companies will act only as experts. The judicial expert in Belgium is appointed by the judge in use of his/her discretionary power, and it can be a private person or company. In some other countries, despite the lack of regulation, there are single cooperation agreements between private companies and the actors of the CJS (Japan, Netherlands). Croatia's report explains that there are companies that provide computer forensics, help in data recovery, and provide IT security. Many large consultancy companies have a department on forensics that provides expert ICT services in electronic evidence, mainly for the defence. The EU relies in its own service providers and experts, and avoids to enter into agreements with private service providers. Interaction with private service providers may happen by way of expert reports on the integrity of electronic evidence. In sum, it appears that, with regard to expertise or ICT forensics, two models of cooperation between ICTrelated private companies and the CJS are the most common ones: one relies largely on private companies for the ICT surveillance of communications, subject to the legal requirements on the right to data protection and the right to privacy. All the countries analysed have rules that impose on private service providers to cooperate in the criminal investigation, with different obligations regarding the data they are bound to store. Besides legal formal cooperation, there are also different degrees and channels of informal cooperation, which can be very effective for crime prevention and investigation but may pose severe risks for legal certainty, the rule of law and the protection of citizens' fundamental right to privacy. All of the reporting countries affirm that internet service providers and telecom companies are required to cooperate in providing data necessary for investigative or evidentiary purposes. As will be seen below-this is a separate question, addressed in section (3)(3) of this report-in most cases service providers are obliged to deliver data only upon a formal request for disclosure, usually issued by a judicial authority. Although informal cooperation relationships exist in practice, companies are compelled to provide data only upon due process requests. This is applicable to EU member states, for art. 4 of the Data Retention Directive of 2006 expressly sets out the formal requirements for service provider companies to release the requested data 29 . Cooperation with private entities or companies is subject to various limits: legal, financial and practical. In general, the rules on public procurement apply, although not always for the hiring of experts. The limitations on the cooperation of private experts are not clearly set out in the national reports, but generally there is legal duty to provide the expertise if required by a judicial authority, and the expert is obliged to confidentiality. As to the services supplied by service provider companies, it appears that the obligation to cooperate is subject to a judicial request and, in its the absence, companies' cooperation is restricted by the rules on data protection. Some reports indicate that there are also cooperation agreements to share general information on ICT crimes, new technologies, types of searches, effective devices, carrying out software research, etc. As mentioned above, in section (1)(2), institutes or associations where experts from the telecom industry meet and exchange knowledge, discuss practical measures, and share information on technical issues-as well as risks and threats-with scholars and law enforcement authorities, are in place in several countries (Belgium or the United States, for example), and appear to produce good results for each of the parties involved 30 .
Information and Intelligence: building information positions for law enforcement
Building up information positions is part of the so-called intelligence-led-policing (ILP). Intelligence-ledpolicing can be defined as a conceptual framework of conducting policing, as an information-organizing process that allows law enforcement agencies in their preventive and repressive tasks, particularly state security issues, and fight against most serious forms of crime, as terrorism and severe phenomena of transnational organised crime (TOC) 31 . The information is gathered and analysed with the aim of designing and establishing a certain police strategy (management or criminal policy), a tactic approach, an action plan, or a concrete operation (missions, controls, inquiries). Within the EU, the intelligence-led policy was emphasized in the Hague Programme of 2005 with the aim of improving the efficiency in the fight against organized crime 32 . An "information position" or "Big data" is the result of bringing together a large mass of data stored in different data bases and processing these data for specific purposes" 33 . This term may be considered equivalent to intelligence, although the term "intelligence" has different meanings. One of these meanings, following the Analytical Guidelines of Europol, prepared in 2000, is "processed information", i.e., the product of the development of the circle of intelligence, which implies the collection, selection and evaluation of the information 34 . A similar definition is given in the Law Enforcement Analytical Standards made by the US Department of Justice 35 , which, however, makes a distinction between "intelligence" and "tactical intelligence". In accordance to these definitions it is not easy to differentiate the meaning of "building information positions" and "intelligence activity", as both refer to the gathering and processing of data. Nevertheless, the concept of "intelligence" is traditionally associated with secret services and state security. This might explain why in the European area some countries have opted for using the term "building information positions", to make clear the distinction between the activities of intelligence for state security purposes, subject to broader powers and usually not so strict controls, and the information the law enforcement authorities gather to be better prepared to fight against crime at the preventive level-or at least not connected to a specific crime that has been committed-in which generally it is not allowed to resort to coercive measures. In the Resolution regarding "Special Procedural Measures and the Protection of Human Rights", adopted in the XVIIIth International Congress of Penal Law held in Istanbul in September 2009, it was already stated that: "The collection of digital information for law enforcement purposes should be regulated by criminal procedure 36 . These conceptual differentiations are not always clear, either at the legal level or in the scientific literature. Therefore it is understandable that many national reports have answered the questions related to "building information positions" by referring also to the activities of the state security intelligence units. The conceptual changes in substantive criminal law 37 have caused the transformation of the criminal procedure, which was traditionally conceived as a reactive response, to become a pro-active mechanism, and as a consequence the dividing line between intelligence authorities and law enforcement authorities is becoming blurred 38 . As the notions of prevention and repression of crime tend to disappear, or at least are not completely separated anymore, pro-active investigation techniques are applied to gather and analyse information on the trends and risks of criminality as well as about criminal structures and preparatory acts. Moreover, many crimes are categorised as state security threats, and this has also changed the traditional role of secret intelligence units. The long-established principle of separation between secret intelligence functions and law enforcement criminal investigation (Trennungsgebot) is increasingly changing towards a cooperation model, where intelligence units deal with criminal investigation and law enforcement authorities elaborate intelligence 39 . The fight against complex forms of transnational crime has led to the use of massive amounts of data, which require not only special software to carry out the data mining, but also a selective and 34 XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
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professional analysis of such data to identify targets and risks relevant for the security and for the criminal justice system.
(1) Which ICT-related techniques are used for building information positions for law enforcement agencies? Before analysing the answers to this question, it must be noted that most national reports do not distinguish between information gathered for criminal policing and strategies, on the one hand, and information related to state security and/or crimes capable of affecting the state security (terrorism, organised crime), on the other hand. To some extent this is not surprising, as the concept of "building information positions" is still unknown in many legal systems, and only recently the activity of the police and other law enforcement agencies in the preventive field (or carrying out exploratory investigations, as it is written in the Dutch report) has attracted the attention of legal scholars. Since the borderline between prevention and repression of crimes tends to be increasingly blurred in many areas, the gathering of information not linked to a certain crime already committed, but directed to identify the risks in the criminal field, becomes more and more relevant. However, traditionally the CPCs do not regulate these activities, as they are considered to be outside of the criminal procedure. On the other hand, many police laws do not regulate the powers and conditions to carry out measures whose aim is to identify risks and set up preventive strategies, because traditionally the protection of privacy generally was only taken into account within criminal investigation, and not within intelligence led activities. It appears that for preventive objectives, strategic planning, and state security objectives, the conclusion to be drawn from the reports is that in most countries all kind of ICTs are used for surveillance and monitoring of communications, to trace financial data, geo-location devices, automatic license plate recognition, secret acoustic and video surveillance, processing of images, data-mining and matching, wire tapping and network interceptions, thermal imaging technology, beepers, or other tracking devices. The Chinese report refers generally to "other secret means", while the US report lists, in a very detailed way, all kind of techniques and devices to undertake extensive surveillance of communications and movements and access to different data bases; it even mentions the use of drones-often utilized to monitor movement on the US borders-for policing. The use of drones has caused wide controversy, moving the Federal Congress to pass a bill on February 2013 prohibiting their usage for targeted surveillance of individuals or property without a judicial authorization. It seems that within intelligence activities-it is not clear if broadly or strictly conceived-states resort to all possible kinds of available technical means, depending on their financial resources or their assessment of security risks. The practices followed by each country with respect to these devices are not known and fall out of the scope of this study. The conditions and requirements to utilize those ICT-techniques are unclear, for generally the reports' answers to the questionnaire do not distinguish between intelligence services in the realm of state security and building up information positions by law enforcement agencies. The USA system has a broad regulation on government powers to conduct national security surveillance, but the dividing line between criminal investigation and national security-as occurs also in other systems-is not perfectly defined, being unclear when the data obtained under a security surveillance may be used as evidence in a criminal procedure. The Federal Bureau of Investigation (FBI) and the Central Intelligence Agency (CIA) have collaborated since the 1940s in secret domestic intelligence operations. The Foreign Intelligence Surveillance Act (FISA) of 1978, amended several time since then, regulates the surveillance of foreign agents, foreign citizens or foreign threats 40 , and establishes different requirements and safeguards depending on whether the surveyed person is a US citizen or a foreign citizen-lower standards of protection are applied in the latter case. It is worth to have a closer look to the Belgian report, because it is one of the few reports that draw a clearer distinction between building information positions and secret services intelligence activities. As explained in this report, there are mainly three different techniques related to ICTs that can be used for building up information positions: access to databases, surveillance systems, and statistics. Access to databases and 40 See USA report, p.22: "for the purposes of the application of the Foreign Intelligence Surveillance Act a foreign power includes not only a foreign government or an entity under the control of a foreign government, or a foreign-based political organisation, but also a group engaged in international terrorism or activities in preparation therefor, and an entity not substantially composed of US citizens or residents that is engaged in the proliferation of weapons of mass destruction".
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processing of data are specifically examined in the next subsection. Therefore, we will focus here on surveillance activities and statistics. For building information positions two types of electronic surveillance systems are allowed in Belgium: the video-surveillance in public spaces and the use of satellite images. Video surveillance by fixed cameras in public spaces has to be explicitly indicated in the relevant places and cannot be directed to obtained intimate images. If the images are relevant from the criminal perspective, the police shall inform to the judicial authorities. Mobile cameras are allowed, if authorized by the municipality, for special public events and are limited to the time of those events, to prevent and detect possible alterations of the public order, concrete dangers for the security. In case of commission of a criminal offence, the police may request the recorded images. The use of the so-called "intelligent cameras" is still controversial: there is no precise regulation of its usage and the legal provisions for standard video-cameras are applied, although this might infringe the right to privacy by providing information related to the political, religious, ethnical or sexual information of the person under surveillance by an "intelligent camera", as it may trace all the movements of a person or a vehicle. Finally, the processing of statistical information is mentioned as one of the sources of information for building up information positions but is considered to need improvement, because the lack of sufficient statistical data does not allow an accurate analysis. At this point it is clear that it is necessary to agree on which powers the law enforcement agencies should have in their role of building information positions, as the use of ICTs opens so many possibilities to obtain and process data that it endangers the privacy of citizens. This is not an easy issue, for it requires defining also the notions of security or prevention functions as well as the notion of strictly criminal investigative acts. As long as both spheres-preventive and repressive-are not strictly separated, the powers of the law enforcement agencies in building information positions are also difficult to define.
(2) To which type of public (e.g. DNA databases) and private (e.g. PNR or financial data such as SWIFT data) databases do law enforcement agencies have access? Some reports answer this question by stating that all kind of data bases can be accessed by law enforcement agents if there is a prior judicial warrant (for example, Brazil, Colombia), and hence it is unclear which databases can be accessed in those countries directly by law enforcement agencies. Other countries report that public databases can be accessed directly but, if sensitive personal data are concerned, a judicial warrant is then required (Italy, Netherlands). Photographs are considered, according to the data protection law, as "sensitive data" in The Netherlands, as they allow identifying ethnic origins and/or religious beliefs of the person. In general, it seems that all countries allow law enforcement agents to access open-source public or private databases, databases of fingerprints, ID registers, car registers, information systems like Europol or Interpol, data on the register of hotel guests, customs, arms register and criminal police file index; in such cases, law enforcement agents can access directly those databases or records, without prior judicial warrant, but access may be subject to certain controls, passwords or internal authorisation, only within the job description). Within the European Union, member states' law enforcement authorities can also access the Visa Information System (VIS), which contains biographic and biometric data of persons that have applied for a visa in the Schengen area. To be granted access to this database, the relevant law enforcement authority must show that such access is necessary for preventing, detecting or investigating terrorist offences or other serious criminal offences 41 . Under similar conditions, and also for the prevention and detection of terrorist or other serious offences, law enforcement authorities and Europol are provided access to the EURODAC database, which contains the data of persons that have lodged an application for asylum in any of the EU member states. Due to the action of the European Data Protection Supervisor (EDPS) which has expressed concerns regarding the right to data protection, since 2013 access to this database is verified by an independent authority in each members state 42 In general, if we take into account only the information contained in the national reports, it is unclear if direct access to databases is only permitted within a criminal investigation or if it is also allowed for building information purposes. In the USA, however, it is unmistakably defined which data can be accessed without infringing 4 th Amendment: law enforcement agents can have access, without any additional requirement, to the so-called "envelope data" and "metadata", websites visited, telephone numbers dialled, and subscriber 41 43 have made it possible to mine a huge number of data from the intelligence community and internet searches and, as has occurred in the USA 44 , a mixture of commercial and public sector resources, known as "fusion centres", have optimized the collection, analysis, and sharing of information regarding data about banking and finance, real estate, education, retail sales, social services, transportation, postal and shipping, lodging transactions etc. All this information can be made accessible with no more that a name, address, phone number or social security number. These data mining tools allow acquiring in very little time a huge amount of information regarding a group or "persons of interest", making profiles of possible suspects or groups of risk. Data mining can be "target-driven", which involves obtaining information about an identified suspect; "match-driven", to see whether a particular person is a "person of interest"; or "event-driven", to discover the perpetrator of a past event 45 . Undoubtedly the targeted processing and analysis of such a broad array of sources of information, even if they are open-source information, may represent an intrusive measure in the privacy of a citizen. Nevertheless, most legal systems lack clear regulation on data-mining, as well as to the cases and circumstances in which it can be applied, by whom, what are the conditions to undertake such collection and processing of information, and if the data mining can be also used in the preventive field for the profiling of potential perpetrators. While there is lack of adequate regulation (for example, Argentina, Brazil, Belgium, Colombia, Spain; and also Italy, which regulates only the DNA data matching), it appears to be widely used in practice in most countries, at least in the preventive field and by intelligence services (the only report that clearly states that data-mining techniques are not used/allowed is Argentina). This poses a significant problem, as it means that data mining and data matching are being applied without a clear legal basis. Usually, if the accessed data are open-source, it is considered to be open to every one that have access to internet, and thus the privacy protection should not apply-it would be similar to a surveillance operation on the street carried out by agents. And if the data are not open-source, then these cases are to be handled on the same legal basis applicable to communications interceptions. However, this does not provide a sufficiently foreseeable legal basis to grant adequate protection to the privacy of citizens, and the majority of people are unaware of how far their data on the web can be mined and analysed within seconds, and therefore their movements, activities, and transactions can be traced and identified accordingly. Lacking a specific legal basis, it is unclear if the data mining requires some previous probable cause o suspicion, or if it can be carried out for profiling groups and potential perpetrators. The countries that have specific legal provisions regarding data mining present a wide spectrum as to the requirements for its lawful use. Austria allows data mining upon simple suspicion of a crime with a custodial 43 As for example, ADVISE (for Analysis, Dissemination, Visualization, Insight, and Semantic Enhancement), Verity K2 Enterprise (a programme of the US Defence Department for identifying foreign terrorists and American citizens connected to foreign intelligence activities), TALON (Threat and Local Observation Notice), STAR (System-to-Assess-Risk), "XKeyscore" (which filters out information in clear text and registers metadata as well as content data if it conforms to specific buzz words), or CARNIVORE (a programme for interception and duplication of e-mails at time), as cited in the USA report, pp. 57-61. 44 USA national report p. 60. 45 We follow here the definition contained in the USA report, p.1.
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penalty of more than 10 years. If sensitive data like ethnic origins, political opinions, religious believes or sexual life are included, then a judicial warrant is needed. In principle, no data mining is permitted out of these cases, due to the Data Protection Law. In Belgium data mining is utilized within the tax administration to detect tax frauds, but no other profiling is foreseen by the law. Japan, Turkey and The Netherlands apply data mining, but in principle not for creation of profiles of possible perpetrators or risk groups, while in Sweden the profiling of persons or groups is also admitted. It appears that data mining may be used for preventive as well as for criminal investigation purposes, but it is unclear under which conditions and with which limitations. Undoubtedly, the largest development of data mining programmes is to be found in big countries with a relevant role in global security and with important economic interests worldwide. These countries spend huge amounts of money in security programmes and in the fight against terrorism. The USA appear to have and undisputed leading position in the collecting and processing information with data mining programs, -or perhaps this apparent leading position is due to the fact that the extensive use of data mining in this country has been made public, while other countries may also be using them but no information has leaked to the media-. The USA system regulates the collection and analysis of foreign intelligence by the NSA, which, as already mentioned, is directed to the surveillance of "foreign powers"; and also the collection and analysis of foreign persons and US citizens that communicate or might be linked to foreign persons or powers. Under FISA, using National Security Letters, which are a kind of production order to force private companies to turn over data without judicial control, the NSA ran a program (called Prism) to collect information on foreigners overseas; and another program (Boundless Informant), which intercepted in real time all telephone data inside and outside of the countries targeted. If the information affects or may affect a US citizen, the government needs to seek judicial authorization. To this purpose the Foreign Intelligence Surveillance Court was created. This court consists of 11 federal district judges appointed by the Chief Justice of the US Supreme Court. Almost all applications filed to this special secret court are answered in a positive way. In addition, the US law regulates the domestic intelligence run by the FBI and the CIA. At the European level, the data provided by the law enforcement authorities of member states are used for data mining, combining and analysing. The analyses are classified attending to their authenticity and reliability (confirmed and non-confirmed information). 46 (4) Can coercive measures (e.g. interception of telecommunications) be used for building up information positions? Although the question was directed to know about the use of coercive measures within the proactive stage of the criminal investigation or the building of information positions, the answers are focused on the use of telephone tapping. In this regard, we face many variegated answers. Some countries exclude the possibility of using wire tapping at this stage (Belgium, Sweden), while others adopt the opposite solution, which allows them very broad powers for intelligence led policing (Finland and China). Most countries either condition the use of coercive measures in the preventive stage to obtaining a prior judicial warrant-even if such authorization may be only a formality, as the grounds for issuing it will not be checked (Argentina, Brazil, Japan, Italy, Spain or USA, for example)-or limit their use to certain types of crimes, such as organized criminality or cybercrime (e.g., Austria and Croatia). However, no definitive conclusions can be drawn from the national reports, for some of them do not differentiate clearly between the domain of secret intelligence service activities (state security) and intelligence led policing measures for the building of information positions by law enforcement agencies. This is especially the case of the USA, where the concept of "building information positions" is unknown. Therefore, the information provided in the USA report deals with the activity of state security intelligence activities, be it at the domestic level or directed to the surveillance of foreign powers. Within the intelligence activity, either carried out by the CIA or by the NSA, interception of communications and access to stored mails can be ordered. These coercive measures require a judicial warrant if they are targeted to a US citizen, but otherwise not. In the case of FISA activities, the gathering of information through wiretaps or search of electronic communications is subject to judicial control, and falls within the competence of the Foreign Intelligence Surveillance Court.
What is crucial to the criminal procedure is not only the possibility to undertake surveillance and interceptions within a proactive stage, but also to check if the findings and information so collected can be used later as evidence or not. Even if these intrusions are very grave from the perspective of the protection of the right to All telephone companies, and later internet service providers, registered the telephone calls of their customers, the origin and the recipient of those communications, and their duration for billing purposes.
Once the billing process was ended, those data were generally deleted. However, all that information about traffic data and internet connections have been considered essential for the investigation of severe crimes, especially for terrorist attacks. For this reason, a number of countries considered the convenience of establishing a legal obligation to retain and store those data for a minimum time, in case such data might be necessary to investigate and prosecute serious crimes. This explains why the EU adopted the muchdiscussed Directive on Data Retention. The Directive shall apply to traffic and location data on both legal entities and natural persons and to the related data necessary to identify the subscriber or registered user. It shall not apply to the content of electronic communications, including information consulted using an electronic communications network" (art. 1.2). The Directive establishes: the obligation to retain data for a period of time not inferior to 6 months (art. 6); which data must be retained by the companies (arts. 3 and 5); the conditions to make them available (arts. 4 and 8); and the requirement that data protection rights must be respected (art. 7). Therefore, it can be stated that within the EU there is a harmonised legal framework with regard to the obligation to retain data by private companies that provide telecommunication services 47 . In the USA, the Electronic Communications Privacy Act 18 U.S.C. § § 2701-2711, provides also for a data retention obligation. As to other non-EU countries studied, generally the reports state that there is an obligation for the telecom and internet service providers to retain and store communications data upon judicial request (Argentina, Brazil, Colombia, Turkey). However, as occurs with respect to other questions, it is unclear if the obligation to retain data upon a judicial warrant needs to have connection with a criminal action or can be ordered with a preventive purpose. It appears that there is such an obligation in Turkey (for a period between 6 months and 2 years), but out of Europe service providers frequently do not have the obligation to retain communications or computer data 48 .
(6) Which private actors can provide or are obliged to provide information to law enforcement agencies? When asking about cooperation between private actors and law enforcement authorities with regard to the use of ICTs, the answers tend to focus on the cooperation with telecommunications companies and internet service providers. This is logical, as the cooperation of these type of companies is essential in the prevention and investigation of serious crimes. But there might be other types of companies involved which cooperate in investigating and preventing crimes and also use ICTs, e.g., video surveillance. In this paragraph, we will deal mainly with those data that provide communications services and store computer data. The importance of their cooperation has been recognized in the Cybercrime Convention of 2001, whose art. 18.1 provides that national criminal procedures must establish measures to require companies and citizens to hand out subscriber information or other specified data. Such cooperation is relevant for prosecuting not only cybercrime but also all crimes where the use of ICTs is allowed and necessary. The key question is how far and under which conditions should these companies be obliged to provide the information requested by law enforcement agencies. The answers to this question should focus on the information they are obliged to 47 This Directive is currently under review. The Commission's evaluation report made in Brussels, 18.4.2011 (COM(2011) 225 final), concluded that the EU should continue to support and regulate the storage of, access to and use of telecommunications data. However, EU rules in this area need to be improved to prevent the different types of operators from facing unfair obstacles in the Internal Market and to ensure that high levels of respect for privacy and the protection of personal data are applied consistently. The EU has set up a working group to review this legal instrument. An interesting study on the impact of the Directive is reflected in the independent study "Evidence of Potential Impacts of Options for Revising the Data Retention Directive: Current approaches to data preservation in the EU and in third countries" of November 2012, available at http://ec.europa.eu/dgs/home-affairs/what-we-do/policies/policecooperation/data-retention/docs/drd_task_2_report_final_en.pdf . 48 See UNODC Comprehensive Study on Cybercrime, p. 145.
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provide within their functions of building information positions and not within a criminal investigation. However, here again the field of proactive investigation and crime investigation/prosecution does not seem to be clearly separated. All countries report that private actors are obliged to supply information to the police upon a judicial order, and in some countries (Italy, Netherlands) also upon the request of the public prosecutor. This could be interpreted in the sense that there is no obligation to provide any information to the police but only to the judicial authorities or, exceptionally, to the public prosecutor. However, this would not be a correct conclusion because, as the questionnaire does not distinguish between the different types of data, the national reports have not always addressed the distinction between metadata and content data. However, if this question is interpreted in connection with the previous one, it might be understood that the content data may not be obtained without a judicial warrant and usually only within a criminal investigation. As far as the other data are concerned, the report on Croatia clearly states that the police can obtain from the service provider companies all non-content data (identity, traffic data, geo-location) for preventive aims, with the authorization of the Head of the Criminal Police. In Spain the IP number can be obtained without judicial warrant: although there is no legal provision on this issue, according to the Spanish Supreme Court, as long as the IP does not allow to identify a certain person, it does not affect the right to data protection, and thus no judicial order is requested. Only one country (Japan) states that there is no obligation to cooperate with the police in building up information positions. The situation in the USA deserves a special analysis, not only because of the existing extensive practice of cooperation of private internet service providers with law enforcement agencies, but also because of the numerous rules that regulate cooperation between police in general and telecom companies. Under the FISA and the Communications Assistance for Law Enforcement Act (CALEA), companies have the obligation to provide not only data to the police, but also information, facilities and/or technical assistance necessary to intercept wire, oral or electronic communications, or to conduct electronic surveillance. Non-compliance with those legitimate requests can lead to obtaining a court order. In case of infringing the court order, the company can be fined. Service providers cannot disclose the existence of any interception or surveillance upon penalty of civil damages. Furthermore, the law states that they are not liable towards their clients for cooperating with the law enforcement agencies following statutory authorization or for complying with the court order. As the USA report indicates, only AT&T responds to an average of more than 700 requests a day, of which 230 are regarded as emergencies and thus do not require a judicial warrant The practice has also shown that there has been a special relationship between some companies (precisely AT&T) and NSA, by which the intelligence agency was allowed to access directly all content data. A special program allowed also access to the data of Microsoft, Google or AOL, for the purposes of data mining. It has been recently published that NSA had control over the fiberglass cables, which allowed the secret intelligence agency to access directly to all data, without entering agreements with the private companies. With regard to the cooperation of private service providers with foreign authorities, usually the companies will only provide data requested upon a judicial warrant or order issued in the "seat" jurisdiction of the service provider. However, Google, for example, reports that they have sometimes cooperated with foreign authorities on a voluntary basis if the request was consistent with international norms 49 . The Netherlands' report mentions another type of cooperation between law enforcement authorities and private companies: the specific observation of persons or places carried out by a private security company (Securitas). Law enforcement authorities provide the company with pictures of persons, places or cars that should be observed; and the security company gives the police all the images they have taken or the videotapes resulting from their surveillance 50 .
(7) Is there judicial control on building information positions?
The approach varies from country to country. In the majority of countries it appears that the building of information positions, if this activity is legally regulated, is not subject to judicial control (Belgium, Croatia, Italy, Netherlands, Spain), except when measures restrictive of fundamental rights are taken (Colombia or Croatia) or when extremely sensitive privacy data are affected (Netherlands). In Austria, although police activities based on security or intelligence-led objectives are not subject to the control of the judiciary, such control is exercised by a legal independent attorney located within the Ministry of Interior. This attorney XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
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performs three types of supervision: in advance, by granting the authorisation; ex-post, by providing information and comments on the measures taken; and finally, by notifying the relevant authorities about the activities carried out. Belgium does not have a judicial control over police activities related to building information positions, but has a Parliamentary Commission to protect the right to privacy and the right to data protection. The system works upon the reception of claims; after study, a mediation and conciliation is sought, and if not achieved, a recommendation and warning is issued. This Commission can also receive complaints regarding infringements of the right to data protection by police authorities. This would represent an indirect control of the activities of the police in building up information positions, but with the limits of being a system of control ex post, and with a limited scope.
ICT in the criminal investigation (1) Can law enforcement agencies carry out interception in real time of a) e-traffic data; b) content data?
Relevant electronic evidence may never be stored and thus require a real time interception in cases of urgency and due to the volatile character of electronic data. Many international and regional conventions and instruments on cybercrime include provisions in real time collection of computer data 51 . All the reporting countries, except Japan, indicate that the interception of electronic communications in real time can be carried out in their legal systems, either by applying the general rules on telephone tapping or interception of communications (e.g. Argentina, Italy, Spain, or Turkey) or by applying special rules on interception or search of electronic communications. The extended practice of using telephone tapping rules as a legal basis for interceptions of electronic communications is not free from problems 52 . For example, in Turkey, the rule on the interception of telephone communications uses the verb "listening", which is not suitable for the interception of images and messages, thus raising the question about whether it could serve as a legal basis for e-traffic and content data real time interceptions. In practice, the Turkish courts have accepted a broad interpretation of the term "listening", with the consequence that the rule for telephone tapping is applied to electronic interceptions if the same requirements are met. Most countries -China is the exception-require a prior judicial warrant for this measure: Austria (arts. 134 and 135 CPC), Belgium (art. 88bis and 90 CPC) Brazil, Croatia (art. 332 CPC), Finland, Italy (art. 266 bis CPC), Netherlands, Spain (art. 579 CPC, except for meta-data, which can be obtained without judicial warrant), Sweden, Turkey (art. 135 CPC) and the USA (except for meta-data, for which, depending on the states, the judicial warrant may not be required). The US law, however, makes a distinction between wiretapping and electronic communications. For electronic communications, held in storage in a service provider for 180 days or less a search warrant showing probable cause is needed. But if the data are stored for more than 180 days, a subpoena or court order without showing probable cause will be sufficient, as far as it is shown that the data are relevant for a criminal investigation. These different requirements, as explained in the USA report, are due to the fact that Congress analogized the short-term storage of electronic contents to a safety-deposit box, and long-term storage to business records held by third parties. This unusual approach, not found in another country, gets even more complicated because the rule applies differently depending on whether the recipient has accessed the message within 180 days or not. It is interesting to note the statistical data on the practical application of these measures in the USA: a congressional inquiry determined that cell phone carriers responded in 2011 to 1.3 million demands from law enforcement agencies for text messages and other information about subscribers 53 . Exceptionally, in cases of urgency, the interception of electronic communications can be ordered by the public prosecutor, subject to an a posteriori judicial control. Once the warrant is issued, some systems allow the direct access to the data using special software (for example, Brazil, Spain or USA), while others must request the cooperation of the relevant telecom or internet service provider company. The judicial warrant has to be motivated, and the measure must comply generally with the requirements of necessity, adequacy and proportionality, expressed by the ECtHR when interpreting art. 8 ECHR. Some countries limit the use of this measure-in similar terms to telephone tapping-to certain categories of crimes, which are either listed XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
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specifically in the Criminal Procedure Code or generally defined as serious crimes. The scope of application varies greatly from country to country, depending on the definition of serious crime, or "especially complex cases", or other conditions that the law may require-as, for example, that the measure is justified for "special reasons" (Croatia). Generally, the national reports do not distinguish between the requisites, conditions, and duration of the interception of electronic communications in real time, which are aimed to obtain e-traffic data, and those of interceptions aimed at obtaining content data, although the level of intrusiveness is clearly higher in the case of the latter. It appears that the same legal provisions generally apply to both-motivated judicial warrant, proportionality, speciality, and limited duration-and that the differences between them are taken into account in practice when assessing the proportionality of the measure in the judicial warrant. In any event, the country reports do not inform about different legal provisions on these two types of interceptions. One exception in this respect is Belgium, where the interception of electronic traffic and of content data are regulated in different rules and subject to slightly diverse requisites. On the one hand, art. 80bis of the Code d'Instruction Criminelle (as amended in 1998) applies to all forms of telecommunications and regulates the recherche et localisation des telecommunications. This provision covers the interception of e-traffic data: IPaddress, e-mail address used, websites visited, servers connected, log-ins on private sites (peer-to-peer, file sharing, etc.) and history of connections. Such measure requires as a rule a judicial motivated warrant, can only be adopted within a criminal investigation procedure (but not in the preventive setting by law enforcement authorities), is limited to a duration of 2 months (that can be extended), and is not limited to certain offences. To demonstrate the necessity of the measure, the investigating judge does not have to present evidence that other less intrusive measures have proved to be inefficient. On the other hand, art. 90 ter and quater of the Code d'Instruction Criminelle regulates the informaticatap, or interception of content data of electronic communications in real time. The main differences between the access to e-traffic and content data are: the level of suspicion required (higher for content access), the duration (shorter for the content data), and the fact that access to content data is limited to serious offences and it allows to enter the home to install devices to facilitate the access to the content data. In practice, art. 90 ter and quater are more commonly used, as they allow access to a much broader information. The Belgian report points out another interesting issue, related to the interceptions of electronic communications in real time. It assumes that this measure refers to the possibility of accessing those communications when they are being transmitted (en transmission). However, it is unclear when an electronic message is being transmitted or when it is already sent and would fall under the category of "stored data". A part of the Belgian jurisprudence initially understood that the transmission of an electronic communication was not finished until the recipient accessed the message 54 , while other judicial decisions considered that the transmission ends at the very moment that the message is in the webmail, and thus accessible to the recipient, regardless when it is actually read by him.
(2) Can law enforcement agencies have access to/freeze/search/seize information systems for a) etraffic data; b) content data? All reporting countries answer this question in the affirmative, in conformity with the most relevant international and regional cybercrime instruments, which require states to establish provisions for accessing and preventing the deletion of computer data 55 . However, many of the reports indicate that precise legal provisions for search, seizure and freezing of computer data are lacking, and therefore these measures are carried out under the general rules of search and seizure of movable things (e.g., Argentina, Austria, Croatia, Belgium, Spain), or under production orders or document disclosure orders. These solutions may be acceptable as far as they are provisional, until the legal framework is updated, but they are not fully appropriate when dealing with computer and online data. The slowness of the law-making power to update the procedural rules is certainly striking, especially in the pan-European landscape, where the CoE Recommendation R(95) 13, adopted on 11 September 1995, already emphasized the need "to adapt the legitimate tools which investigating authorities are afforded under criminal procedural laws to the specific nature of investigations in electronic information systems". XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
In this context, with regard to access to data, there are several questions not clearly covered by the traditional provisions on search and seizure of movable things. If the objective of the search are the data stored in some hardware (hard-disk, CDRom, USB-pen drive, GSM or tablets, for example), then the rules for the classic search and seizure could be applied analogically, and generally they would suffice, but even if this is true, identifying which rules are exactly applicable might be problematic. In the case of a computer located in a private home, to access the data stored in the hard disk usually it will be necessary to enter the home and seize the computer equipment. The rules for home searches would apply and most countries -not allconsider that the warrant to search a home allows also searching the data stored in a computer (disk, USB stick, etc.) that has been found in the place. However, if the data to be seized are stored in a computer located in a public space -for example, a cybercafé or a public library-are the rules for enter and search a public space applicable or, as the computer data should be considered private, should the rules on search of private dwelling be applied?
The scholars do not agree on this issue, and their position depends on their conception of the privacy. If they focus on the protection of the privacy of the data, then the location of the hardware in a private or public space would be irrelevant, for in any event the search of the computer would fall under the privacy protections of art. 8 ECHR. But, if the accent is on the place where the computer was connected, and that place was public, then the relevant computer data could be considered also publicly accessible or requiring only a search warrant for public spaces. The issue turns out to be even more complex when it comes to the search of data that are in a computer system or are accessible through a computer network. In such cases, the rules of search and seizure of movable things are not always appropriate. First, the whole computer system cannot be moved to the police premises to be searched and analysed (for example, the whole computer system of a bank or a hospital), with the consequence that the computer system must be searched and registered on the spot, without moving the hardware, and it is necessary to provide for the seizure, securing or freezing of the computer data directly. Second, if the access to one computer allows the access to a network of computers that are on line, we have to face the question about to what extent the order to search a precise computer covers also the remote access to all other computers connected to the same network. The problems posed by this extended search (netzwerkzoeking, in Dutch) are described in detail in the Belgian report. If the computer which is being searched in a home is connected to other computers located elsewhere, in principle, if the traditional rules on search of movable things should apply, an additional search warrant should be issued to access the data stored in the other computers located elsewhere. On the contrary, if the search of the computer is assimilated to a home search, in that case the consent of the owner or user of the computer to access it, would also serve for accessing the computer network-it would be comparable to allowing access to all the rooms of the house, although the extended computer network search could not go beyond the data accessible to the user whose computer is being searched. In other words, remote access to computers through hacking by the police-without consent or judicial warrant-should not be permitted, for this would amount to an illegal entry. The Dutch law specifically regulates this possibility, but has to be authorised by the Examining Judge upon elements of suspicion of a possible crime 57 The foregoing examples illustrate that there is need for a clear understanding of the meaning of "enter and search" of a computer, and there is also a clear need for developing the legal framework to elucidate the scope and requisites of these measures. In other words, a precise and clear legal statutory basis is lacking in all the reporting countries. Although the CoE Cybercrime Convention of 2001 already established that the Convention member states should adopt laws to ensure that the authorities can carry out extended searches (art. 19.2), several states seem not to have implemented this provision in their respective legal systems. The lack of specific regulation is also highlighted in the UNODC Comprehensive Study on Cybercrime: with regard to investigative powers, the main gap identified was the lack of legal mechanisms to enter computer networks in order to search for evidence, and to expeditiously preserve the computer data 58 . With regard to the seizure, securing and freezing of electronic or digital data, the problems are less complex, but it cannot be stated that there are no problems. Usually, if, through the ordinary search, computer search or network search data that are relevant for the criminal investigation have been found, those data can be seized. If the data are in the hard disk of the computer, in a USB stick, tablets, smartphone or CDRom, those elements can be seized according to the traditional rules of seizure of movable things. If the data are in a XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
server, network or in the cloud, the rules on seizure of movable things are not applicable, and there should be special rules for seizure of electronic or digital data, as is the case, for example, in Italy (art. 254 bis CPC). Japan correctly states that only hardware is susceptible of seizure, while the data can only be secured. Seizure in this context would mean to extract the data from the place where they are stored and transfer them to another location. This is generally not authorized by the laws of the reporting countries, which normally permit only to obtain the data and secure them by copying them or making a disk image. This is the case in Japan, Turkey or Belgium, where the "seizure" of data does not permit to extract data accessed on line. Securing of the data usually is achieved through preservation orders or freezing orders, which have to be executed very swiftly 59 . Within this context, several issues remain unclear. First, if general production orders are to be used to obtain and secure the data, these orders usually require identifying the object, the information or the documents to be disclosed. This is not always possible during the search of a computer network, where it might not be defined which is exactly the communication that is relevant for the criminal investigation. Moreover, preservation orders should be subject to the assessment of the proportionality of the measure, a requirement that is not easy to fulfil in short time, because of the huge amount of data that have to be first checked, until the preservation order is issued. Due to the risk that important data are deleted whilst the proportionality assessment is made, all the data should be secured from the beginning. The securing of data is usually done through the copying of those data. But, it is still unclear if the copying of the electronic data shall be made only when the seizure of the hardware is not possible or is too burdensome-this is not specified in the legal systems that have special rules on search, seizure and freezing of electronic data. Once the electronic data are copied, adequate measures shall be put in place to avoid manipulation of those data and thus grant their authenticity, either by using special software, passwords, or encryption techniques. This is one of the core points for the assessment of these electronic data as evidence but, despite its importance, legal rules and guidelines are lacking in general. Finally, the freezing of electronic data would amount to blocking the access to them. At least this is the way the freezing order of computer data is understood in the Belgian system, but the terminology used is not uniform in this point. It can be ordered in parallel with the securing (copying) of those data in order to avoid their distribution-for example, child-pornography images or "hackertools". This measure of blocking or freezing electronic data (or whole webpages) has a different objective and aim as, for instance, the freezing of assets: even though the same term is used, its meaning is quite different. In sum, the reporting countries inform that computer data preservation orders, as well as computer searches and seizures, are widely used in practice, mostly by the analogical application of the traditional rules on search and seizure and of freezing goods. These rules, as they have a spatial and object-oriented approach, are not always suitable for the accessing and securing of stored data or real time data flows, which do not fit into the category of movable object. The rules on search on seizure are clearly insufficient to address the problems of extended computer network searches and remote searches. Even if such lacuna might have been filled by the jurisprudence, there is still a need for more legal certainty in the regulation of measures that may interfere with human rights in a very intrusive way.
(3) Can telecom companies or service providers be obliged to share data with law enforcement agencies? In case of non-compliance, are there any coercive measures or sanctions? This question was answered generally before, in section (3)(5), as most reporting countries do not differentiate their cooperation for information building and for criminal investigation purposes. In general, being bound by a contract to their clients and having the duty to protect their privacy, telecom companies or service providers should not provide data unless required formally by the relevant judicial authority. In practice, this legal pathway has been often circumvented, as seen in the practice in the USA, by direct access mechanisms, and by special agreements between NSA and service providers. Apart from these practices, most countries inform that telecom companies and service providers are obliged to cooperate with judicial authorities, provided that the data are requested in a motivated judicial warrant or production order. The deadline to comply with the judicial order varies, and it is usually determined in the judicial request, taking into account the type and extension of data required. An issue that is still unclear, and 59 The "quick-freezes" are regulated in art. 35 of the Cybercrime Convention of 2001, and for the effectiveness of this measure, and in general the rapid judicial cooperation, the Convention provides for the establishment of 24 hours/7 days a week contact points to deal with these requests. In how far these contact points are effectively working is not clear.
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needs further study, is to what extent these telecom companies are legally bound to cooperate when they are in the position of suspect or defendant, in countries where corporate criminal liability is regulated. Concerning the consequences of non-compliance with the obligation to cooperate, all reporting countries, except Japan, mention the possibility of imposing pecuniary fines -administrative or criminal-on the company or person whose cooperation was requested (in Belgium, e.g., the fine can be of up to 20,000 euros), and even criminal custodial penalties -for offence of disobedience or obstruction of justice-for periods of one year (Croatia and Belgium) or two years (Turkey). Obviously, custodial penalties can be imposed only on natural person, but the reporting countries do not explain who would be the person to be held criminally liable if a company does not comply with a production order or judicial request. It appears that the person who has access to the data or the passwords to make those data accessible is the one who can be coerced by the threat of custodial criminal penalties, but it is uncertain if other persons or representatives of the company can be also held liable for the offence of non-cooperation with the judicial authorities. In Sweden, the breach of the legal duty to cooperate not only can cause civil liability but also can lead to prohibiting the service provider from continuing its business. None of the country reports mentions cooperation problems with telecom companies located in the same country, and it is more difficult to assess to what extent companies located abroad can be forced to cooperate (as stated by the Argentinian report).
One point that can explain the smooth cooperation of telecom service providers with judicial authorities is the payment of the costs. For example, the Finnish report indicates that until now there have been no problems of non-compliance with judicial requests or with the telecom companies' obligation to retain data. Such good level of cooperation in practice may be explained by the fact that Finnish law expressly provides that companies are entitled to compensation of costs. In Belgium, service providers and telecom companies are also entitled to be reimbursed for their expenses, being the investigating judge competent to check the billing of the companies for their services, which are legally fixed and charged to the budget of the Ministry of Justice. In the USA, private companies also charge the costs for complying with data requests, and in fact the billing of these companies show the enormous amount of requests that have been complied with 60 . Belgian legislation also foresees the possibility of reducing the payment to the companies, if the request for cooperation is not adequately carried out. Belgian law still includes another measure to encourage or force compliance with the legal obligations to retain data and to cooperate with criminal judicial authorities: telecom operators are obliged to disconnect those other service providers or final users that do not comply with their legal obligations (see p. 56). In the USA AT&T, for example, said it collected during one year 8.3 million US dollars for the services provided to law enforcement agencies, which gives an idea of the dimension of the cooperation activities between the telecom service provider and the law US law enforcement agencies. The workload generated by police and/or judicial requests has moved these companies to establish special units to coordinate the work with judicial authorities, as well as to execute and supervise compliance with their requests (e.g., Belgium, Spain, USA). Without the right to be reimbursed for those costs, the duty to cooperate with judicial authorities will be ultimately paid either by the shareholders or by the customerswhich will see their bills increased.
(4) May law enforcement agencies apply video surveillance? Can they oblige natural or legal persons to cooperate? To understand correctly the answers provided in the national reports to this question, it is necessary to distinguish three types of situations: 1) use of video surveillance by law enforcement authorities in public spaces, either for prevention/security or for a precise criminal investigation 61 ; 2) video surveillance by law enforcement authorities in private spaces; and 3) video surveillance carried out by private persons or entities in public or private spaces. All reporting countries inform that in their countries law enforcement agencies use video surveillance in public spaces. The question concerning fixed or movable cameras installed for building up information positions or to provide security in the public spaces was mainly answered above, in section (2)(1). Therefore, we will focus here on the use of video surveillance as an investigative measure within a criminal procedure. This 60 According to the report on USA, the bills of law enforcement requests of AT&T in one year were as high as 8.3 million US dollars. means that the measure is ordered once there are indications of a crime in a certain place, and the surveillance is directed to observe a certain place or a certain person. Taking pictures is not considered usually as video surveillance. More complex is to find out when we are in front of a measure of video surveillance, as some countries require, for identifying it as a measure of video surveillance, that there is a systematic surveillance of a place/person with a continuity of at least five consecutive days. This is the case, for instance, of Belgium, where shorter filmed observations of a suspect or a place do not fall under the definition of video surveillance (observation systematique) and thus are not subject to the same requirements.
The requirements for this investigative measure vary greatly. In some countries, a judicial warrant is required (Austria or Belgium) and is limited in time or allows only for offences sanctioned with a minimum custodial sentence (for example, in Austria, higher than 1 year). Other countries do not require a judicial authorisation as long as the surveillance is done in public spaces (e.g., Croatia, Finland, Italy, Spain, Turkey, USA). The USA system considers that activities developed in public places are not protected by the Fourth Amendment and therefore video surveillance in such spaces does not amount to a "search" and does not require a judicial authorization. Equally, the use of facial recognition technology in relation to the images of persons recorded in public spaces does not require a judicial authorization. This approach has been criticised on the ground that, although citizens may not expect privacy in public places assuming that they can be observed by others, there is a great difference between being seen or visually observed and being under a technologically assisted surveillance, via cameras or tracking devices, in a public space. In this regard, people have the logical expectation no to be traced, "observed" or recorded with such electronic and digital devices. Not only the level of intrusiveness is absolutely different, but also the secrecy of those measures cause an alteration of the notion of reasonable expectation in a public space 62 . Apropos of this, the ECtHR has held that the systematic or permanent nature of recording constitutes in itself an interference with the individual's private life, even if the monitored activities are carried out in public 63 To fully understand the use of this measure and evaluate it from a comparative perspective, it would be necessary to know the concept of public space utilized by each legal system, something which we are not able to define here 64 . Obviously, the invasion of privacy will be different if the filing takes place in "open fields" or in semi-public places like a hospital. The same applies to the meaning of "video surveillance". We have departed here from the idea that video surveillance means filming or recording images, but without acoustic recording. Despite the different scope and the problems implicit in defining the features and scope of this measure, it is important to underline that video surveillance is used in all the reporting countries in public spaces within criminal investigations, either through fixed or movable cameras.
More complicated is to determine in which countries and under which conditions is the use of video surveillance in private spaces permitted. Secret videotaping in a home or other private space in the USA requires a so-called "super warrant", and can only be granted for certain serious crimes, listed also for wiretapping. Austria's report indicates that installing cameras in private spaces is not allowed, but an undercover agent within operations against organised criminal groups can do the filming in those spaces. This would apply also to Spain. In the USA, some federal courts allow the secret installation of audio or video monitoring devices in a suspect's private dwelling without a judicial warrant if the police have an informant present in the house during the surveilled conversation or activities, although several US States require the police to secure a judicial warrant before sending a wired informant to a house 65 67 . In practice, despite the fact that it is not legally required in many states, there is a growing practice of recording custodial police interrogations of suspects. Croatia requires that the first suspect's interview is audio-video recorded (art. 275.2 CPC) and provides also for the obligation to video record the pre-trial confrontation between witnesses and the interrogations of witnesses through interpreter. Italy and Turkey also make mandatory the audio-video recording of the interrogatory of the detained suspect out of a hearing. In countries where audio-video recording is not mandatory, the practice varies greatly: in some countries this measure is often used (Austria, USA), while in others the use of such procedures is not uniform or quite unknown (Colombia, Argentina, Spain). At present, the only country report that states that there is no legal provision on this issue is Brazil, although such provision is included in the draft law for police interrogations. While the video recording of pre-trial statements of adults is quite diverse in each country, many reporting countries indicate that the interrogatory of minors that have been victim of criminal offences (most frequently sexual abuses) is mandatory (Argentina, Croatia, Finland-according to the new CPC that enters into force in 2014-and Turkey).
In an information society, where the use of ICTs is so much spread and present in all areas (economic, social, cultural, legal, or political), it is somewhat surprising that pre-trial interviews of suspects and witnesses are not, as a rule, video-recorded in all countries, and that most countries continue using written XIXth International Congress of Penal Law. "Information Society and Penal La" (Rio de Janeiro, Brazil, 31st August -6th September 2014)
transcriptions of oral pre-trial statements. To secure the evidence, it might be useful to apply a mandatory video-recording, although the automatic recording of all pre-trial statements may have an adverse impact on the principle of immediacy and the significance of the confrontation clause. This can perhaps explain why some legal systems are still reluctant to apply extensively the audio-video recording of pre-trial interrogatories, fearing that these may ultimately render the trial just a rubber-stamping stage of what has happened at the pre-trial stage. 4. ICT and evidence (The chain of stages: collecting/storing/retaining/producing/presenting/evaluating electronic evidence) (1) Are there any rules on evidence that are specific for ICT-related information?
The use of ICT in the gathering of evidence in the criminal investigation has been addressed within the previous section (3), dedicated to the collecting of criminal evidence. For this reason, we will not deal here with the rules on collecting of ICT evidence, but mainly with the integrity and admissibility of ICT evidence. We must also take into account that questions 2-5 of this section can be to some extent overlapping with this first question on evidence: if this general question about the existence of rules on evidence is answered in the negative-i.e., if there are no rules on evidence regarding ICT-related information in a country-the next four questions will also probably be answered the same way.
There have been lengthy discussions on the reliability and admissibility of ICT evidence, due to the possibility of tampering it and the easy way it might be manipulated. This discussion is not new. In Spain this was a controversial issue back in the 1970s and early 1980s when the first audio and videotapes were presented as evidence in the courts. Traditionally, Continental-European codes of procedure listed the means of evidence that could be produced and admitted at trial, and as those new technological evidentiary elements were not included in those lists, many courts initially considered them inadmissible, sometimes claiming that they were not reliable because they could be manipulated. The initial rejection of technological means as evidence has been slowly been overcome and the courts have tended to assimilate the ICT evidence to documentary evidence 68 . In general, it can be stated that the issue of the admissibility of legally obtained of ICT evidence is a question of the past. The authenticity of the evidence shall be checked and proofed if questioned, but the argument about manipulation will not lead to the exclusion of ICT evidence. As has been already mentioned, the procedural legal framework in most countries has not been updated to address and regulate properly the use of ICT in criminal proceedings. This is also the case when it comes to the rules on evidence. For example, Argentina, Belgium, Brazil, Croatia, Italy, Japan, Turkey and Sweden do not have specific evidentiary rules regarding ICT-related information. The general principles of presumption of innocence and in dubio pro reo and the general rules on collection, admissibility, production, exclusion and assessment of evidence are also applicable to the ICT-related evidence. The general rule that the evidence must be relevant and material to the case, reliable, and the defendant has to be granted the right to confront evidence and cross-examine witnesses, applies also to ICT evidence. The lack of special evidentiary rules for ICT-related evidence, according to the reporting countries, does not pose special concerns. Some countries do not have a complete regulation regarding ICTs and evidence but only single provisions that address precise aspects. Most countries have special statutory or case law rules that apply to the requirements of telephone tapping (e.g., the need to present the original tapes, or the requirement that the recording is not cut, as in Spain). Other rules relate to DNA data protection and exclusion of evidence when the matching of samples have not been done following a certain protocol; or to the admissibility and evidentiary value of audio-recorded pre-trial statements. Therefore, even if the reporting countries do state that there are no special evidentiary rules for ICT-related information, in practice in many countries the case law has defined certain requirements that are relevant for the admissibility and the assessment of ICT evidence. Among the countries which have specific rules for ICT evidence, we can mention the following. The USA have certain provisions regarding the chain of custody to preserve the integrity of ICT evidence. In Colombia the rules on documentary evidence are applicable to ICT evidence. In Finland, where the exclusionary rule of evidence generally does not apply, there is a special provision declaring that a video-recorded hearing is admissible as evidence. Belgium has some rules on the storing of computer data. In the Netherlands, there The question posed here is certainly broad, as it refers to the way in which the ICT-related evidence must be introduced in trial, without making any distinction on the different types of information or evidence that have been collected or recorded using ICTs. At such general level, focusing only on "how" the evidence is to be produced at trial, all country reports-save USA-either refer to the rules on documentary evidence or state that the evidence recorded on a tape or film, or stored in a computer, shall be presented by playing such recordings, or showing the computer data by using the computer at court. Additionally, the audiotapes and the computer data can be accompanied by the written transcription, being unclear if such transcriptions are always mandatory or not. If the ICT-related evidence consists in a film, the majority of countries inform that it can be played in the courtroom. Some countries, as China, require presenting at trial the original storage device and, if the authenticity is discussed, the expert shall present the electronic evidence. Moreover, the authorities handling the recorded materials may be questioned about the collecting, storing conditions of such material as well as the rules applied to preserve the chain of custody. The USA, due to their special rules on hearsay evidence, have a different approach. In this country, "hearsay" is defined as a statement, whether oral or written, or even an assertion by gestures, which was made outside of the trial, but is introduced in the trial to prove the truth of the matter asserted 78 . As a consequence, any statement made outside the trial, whether as a result of interrogation or of a legal interception of communication, is "hearsay" evidence. In the USA, as a rule, recorded materials will be presented at trial through witness testimony. For any tape recording, or business record showing trap and trace or pen register information admissible, the officers conducting the wiretap or bugging operation must testify as to how they carried out the surveillance, to the chain of custody and in general to the safeguards adopted 79 . However, the hearsay rule has numerous exceptions. For instance, statements recorded in audiovideo tape can be directly played at trial. This is the case for the statements made by minors that have victims of sexual abuses. If we enter into more details, it should be explained under which circumstances the recorded pre-trial statements can be played or read out at trial. None of the country reports, with the exception of the USA, inform about the conditions and circumstances that allow the production of filmed pre-trial statements, or reading out the transcriptions of such declarations of the victim, the defendant or the witnesses. In the USA criminal procedure, the recorded pre-trial statements of witnesses are exceptionally admissible (exceptions of "excited utterance", "present sense impression", statements for the purpose of medical treatment, or statements of existing mental, emotional or physical condition, business records exception). Under these exceptions, the courts have admitted as evidence, for instance, the tape-recorded statements made by a woman reporting to the police on the phone while she is being battered by her husband, if she was unable to testify in court. For a better assessment of the role of the ICTs as evidence, it would be necessary to further analyse which are the circumstances that allow to hear and/or see those pre-trial recorded statements and under which conditions they can be assessed as evidence. It would be interesting to observe if the pre-trial recorded confession is admissible at trial when the defendant decides to remain silent at the courtroom, or when the witness invokes at trial his/her right not to testify after having declared during the pre-trial stage. From the information provided by the reporting countries it is possible to infer some clear conclusions. First, there are still many countries that have not included special provisions for the presentation of ICT-related evidence at trial, and simply rely on the traditional rules on documentary evidence, which are not always perfectly applicable. Second, it should be precisely stated how the ICT evidence is presented, clarifying when and to what extent written transcriptions (sometimes very costly and time consuming) should be required. And finally, it would be desirable that the legal rules on presentation of ICT evidence specify when preference should be given to playing the film or listening to the audio-tapes at court, rather than hearing the testimony of the authorities who intervened in those recordings or reading out the transcriptions. In short, when the direct source of evidence cannot be heard in the courtroom, it would be preferable to watch the recorded pretrial statements rather than questioning the officers who interrogated the witnesses or reading out the transcriptions of their statements-video recording seems to be a better and more accurate option, for they 78 See USA report, p. 69. 79 See USA report, p.67.
allow the judge or the jury to better assess those statements. We are aware that this option is alien to the common law procedural system, but this aspect of its procedural tradition might be perhaps rethought in the light of the advance of ICTs in the criminal procedure.
(2) Can distant interrogations (e.g. by satellite connections) be applied?
The general answer in all country reports countries is that distant interrogations are possible in the criminal trial. However, when dealing with distant interrogations during the trial, distinction has to be made between defendants and witnesses. We assume that those reports that do not make such distinction are answering only with regard to witnesses, for the majority of countries do not accept, as a rule, the holding of a trial without the physical presence of the defendant. Despite this general approach, as some countries exceptionally allow the appearance of the defendant at trial through video-or teleconference, we will address the two situations separately.
The law of almost all studied countries foresee some ways in which a witness can testify through video-link or videoconference; such possibility is usually utilized for witnesses whose physical appearance is not possible or when a witness is abroad. This is the case in Austria (art. 247a CPC), Belgium, Colombia (art. 83 . In consequence, in the 47 Member States of the Council of Europe it should be possible to hear witnesses who are abroad through videoconference 84 . In contrast with the CoE's landscape, Japan does not foresee such possibility. Apart from witnesses who are abroad, many of the reporting countries also allow the use of videoconference when a witness is under a special protection programme (e.g., Italy, the Netherlands, Spain or Turkey), or when it would not be possible -or it would be too burdensome-to make the witness appear physically at court. Interrogatories of witnesses through videoconferencing is also encouraged at the EU level 85 . Additionally, as explained above, there are usually special rules for the testimony of minors who have been victims of sexual offences. In such cases, many countries do not only provide for the possibility of declaring by videoconference, but also establish the mandatory recording of the pre-trial statement. Even in a system like the USA, where the application of the confrontation clause is understood in a very strict way, the courts have admitted the use of two-way closed circuit television to avoid the child witness to appear at court and confront the defendant. It is considered that in this case a strong reason of public policy justifies the exception. New York has a statute that authorizes children victims of sex abuses to testify by video, and the state's highest court has admitted the possibility of applying this exceptional rule to other cases, as in a case in which the victim was a 83-year-old man, who was too frail to appear in court. With regard to the defendant, the general rule is still that trial cannot be held if the defendant is not physically present, and many countries are reluctant to change this rule, because of the risks that it could entail for the defence rights of the defendant. The presence of the defendant has been considered as an essential rule for
